BLOCKCHAIN DIGITAL REVOLUTION

PROSPECTAND CHALLENGES

Fadele Adeolu
(CYBERSECURITY SPECIALIST @ CENTRAL BANK OF NIGERIA)

Founder
Cryptography Development Initiative
of Nigeria

5THINTERNATIONAL DIGITAL, MOBILE AND COMPUTER
FORENSICS CONFERENCE & TRAINING EXPO.
(DIGIFOR2016) LAGOS NIGERIA




Disclaimer

The views expressed in this paper are those of
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Digital Revolution

A The digital revolution that started

decades ago s still disrupting
existing systems and structures.
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oY ﬁff f*"'ﬁ A The Internet of information which
formation &= | SRMECAN _T51, represent the 1st generation of the
i s b e Ui digital revolution has disrupted
1 N Institutions like printing press, post
§ office, library and commutations.
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A Now another round of digital
revolution Is here to give us the
Internet of value that will change
world of Finance and the global
economy.




Digital & Knowledge Economy

A Digital economy refers to an economy
that is based on digital computing
technologies. The digital economy is

L also sometimes called the Internet

A B NN Economy, the New Economy, or Web

WS == fk Economy -

Vi >y A The knowledge economy addresses
'~ how education and knowledge —
generally called "human capital —
can serve as a productive asset or a
business product since innovative and
Intellectual services and products can
be sold and exported and can yield
profits for the individual, the business
and the economy - Investopedia




What Is Bitcoin

A Bitcoin isa Peer-to-Peer electronic cash system

A A form of digital currency in which encryption

A Bitcoin is popularly referred to as the money of

A The first Bitcoin specification and proof of

techniques are used to regulate the generation
of units of currency and verify the transfer of
funds, operating In a peer to peer network
independently of a central bank .

the internet

concept was published in 2009 in a cryptography
mailing list by Satoshi Nakamoto . Satoshi left the
project in late 2010 without revealing much about
himself. The community has since grown
exponentially with many developers working 0
Bitcoin .



Bitcoin Terminology

Wallet

Private Key

Address

Exchange

A Bitcoin wallet is loosethe equivalent of a physical wallet on the Bitcoin netwarkhe wallet actually
contains youmprivate key(swhich allow you to spend the bitcoins allocated to it in thieck chain Each
Bitcoin wallet can show you the total balance of all bitcoins it controls and lets you pay a specific amo
specific person, just like a real wallet. This is different to credit cards where you are charged by the m¢

Bitcoin mining is the process wfaking computer hardware do mathematical calculations for the Bitcoin
network to confirm transactionsand increase security. As a reward for their services, Bitcoin miners ca
collect transaction fees for the transactions they confirm, along with newly created bitcoins. Mining IS i
specialized and competitive market where the rewards are divided up according to how much calculat
done. Not all Bitcoin users do Bitcoin mining, and it is not an easy way to make money.

A private key is a string of data that shows you have access to bitcoins in a specific wallet. Think of a
key like a password; private keys must never be revealed to anyone but you, as they allow you to spe
bitcoins from your bitcoin wallet through a cryptographic signature.

Addresses (Cryptocurrency addresses) are used to receive and send transactions on the network. An
IS a string of alphanumeric characters, but can also be representedcasnableQR code.

Anexchanges a service which allows people to buy and sell bitcoins to each other. The most popular
time of this writing areMtGox, CryptoXChangeCavirtex(Bitcoin to Canadian dollars) ahttersango(Bitcoin
to UK pounds).


https://bitcoin.org/en/vocabulary#private-key
https://bitcoin.org/en/vocabulary#block-chain

THE BITCOIN TRANSACTION LIFE CYCLE

Rob's quest to send 0.3 BTC to his friend Laura
By Patricia Estevao

-~
Rob opens his scans/copy flll]sn Etjht?] :TEC'EU”t and sends! \

bitcoin wallet... Laura's address...
Mining is the computational process of
calculating a certain hash. 10 seconds
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The wallet signs
the transaction using
Rob's private key

The transaction is
propagated and validated
by the network nodes

Miners include the
transaction in the next
block to be mined
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Mining time!

New bitcoins
are created!

The nodes verify New confirmations
Laura sees the .
the result and first confirmation appear with each new
propagate the block block that is created

The miner who solves
the Proof of Work propagates
the new block to the netwaork




W Bitcoin Transactions are Processed

The blockchain cycle

!’ Transactions

Miner collects
Blockchain transactions

-

Transactlon list
| If first to complete, append block to chain
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BLOCHKCHAIN

Blockchain is an Emerging technologies that is promising
Trustless Trust and Real Time Audit Effect

Blockchain is a protocol for building an immutable historical
record of transactions.

It represent both an innovation and trust engine
A platform for building diverse innovative applications

A Triple Entry Ledger that powers Bitcoin and other
cryptocurrencies

Blockchain uses a combination of decentralization, incentive
mechanism, consensus algorithm, encryption and
cryptographic signatures to provide security and trust
assurance



Triple Entry Ledger

A This brings together financial
cryptography innovations such as the
Signed Recelpt with the standard

¥ i

ol | P “ accountancy technigues of double
: BLOI entry bookkeeping.
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. cryptographic signed
Sl acknowledgement of the transaction
) . B, o verified by the crowd.)
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BLOCKCHAIN

A blockchain is simply a specific type of database (or ledger
that stores transactions with the following properties

Transactions are stored in a string of digital blocks, with each
block referencing the prior one

A block of transactions is only added to the chain if it is
verified by cryptographic techniques using significant
computing power. Crucially, the nature of the verification
process is such that the validity of any block can be verified
easily and quickly, effectively eliminating the possibility of
fraudulent transactions and making it virtually impossible to
retroactively alter any single block of the chain

The database is distributed, i.e. all users are notified
Immediately of new additions to the blockchain . The

distributed nature of the  blockchain allows for all users to
have a verified and secure version of the blockchain at
times.



Current Blockchain Adding New Block Updated Chain

1) Bundle Recent Transactions
into a Block

Transaction Transaction

Transaction 1,002
Transaction 999 Transaction 1,001
Transaction 998

Transaction 997

Transaction 1,000

Referenceto Prior Block

Reference to Prior Block '
| Transaction Refto Prior Block

2) Verify Block Using Cryptography
and Computing Power

Transaction 999
Transaction 998
Transaction 997

Transaction 996
Transaction 995
Transaction 994

Referenceto Prior Block Referenceto Prior Block

3) Add to Chain and Distribute
Block Over the Network

Transaction 993 g E Transaction 996

Transaction 992 Transaction 995
Transaction 991 Transaction 994
Reference to Prior Block - Reference to Prior Block
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http://static1.businessinsider.com/image/56e33fd79105842b008b5e83-960/screen shot 2016-03-11 at 4.58.34 pm.png
http://static1.businessinsider.com/image/56e33fd79105842b008b5e83-960/screen shot 2016-03-11 at 4.58.34 pm.png

Blockchain Attributes

A Decentralization

 BLOCKCH

A Tamper -proof and immutable  records
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.................... A Attack resistance

" ,. A Real Time Audit Effect



Applications of Blockchain

Near-Instant, Near

Free International

Value Transfer
Asset Transfer with Transaction Scripting
Finality

A new Custody Model? “Programmable Money"

Advanced The Core Bitcoin nﬁ:ﬁ:ﬁﬁ;w
Transaction Scripting Innovation
(Ethereum) “Economy of Things”
Smart Contracts
Public Visibility of
Transactions
“Push Payment” by A new model for AML
Design

“Digital Scarcity”

Smart Property Revolution in Retail




ower cost of transaction

Enable micro payment
A Improved security
Reduced counter -party
Inflation control
mmutable and tamper

en and Transparent

BENEFITS OF BLOCKCHAIN

Faster speed of transaction

risk

-proof record

A
A
A
A
A

To

Provides Real Time Audit Effect
Innovation & Trust Engine
Can discourage corruption
Reduce Security Breaches

Provides real time visibility of
transaction

Promotes economy of transparency

Can Prevent or reduce future
occurrence of financial crisis



Drawbacks of Blockchain Adoption

A New and evolving

A Low level of awareness

A Technical complexity

A Regulatory Uncertainty

A Abuse of bitcoin By Criminals e.g. Ransomware
A Scalability Limitations

No KYC/AML




Blockchains changing Banking

S/N [INSTITUTION(S) [|PROJECT |APPLICATION [USE CASE |STATUS |[SOURCE
NAME TYPE

https://www.cryptocoinsnews.com/russianentrak
F Inanci al Deve I O ped bankteststransactionson-ethereumblockchain
h
M essag I n g & Tested prototype-masterc ain/
P https://cointelegraph.com/news/bantof-englandto-
D I g Ital CaS r Lau nc h ed launchits-own-cryptocurrency

Bank of Russia
n Platform

Bank of England RSCoin  Cryptc
currency

Bank of Canada CADCoin Cryptc
currency

Dutch Central BanDNBcoin Crypto
currency

Central Bank of  Bitt
Barbados currency

UBS, BNY Mellon, Utility Cryptc
Deutsche Bank & Settlement currency
Santander Coin (USC)
Tunisia eDinar

Crypto

Crypto
currency

Masterchai Payment

=g http://www.the -blockchain.com/2016/06/17/bank
D I g Ital Cas r Developed canadainvestigateblockchairinterbankpayment

& Tested iansfersystem/

P http://www.the -blockchain.com/2016/03/24/dutch
D I g Ital CaS r D raft Stag ecentrakban kplansto-experimentwith-a-blockchain

basedcurrency/

http://www.the -blockchain.com/2016/02/25/bitt

D I g Ital CaS r Lau n Ch ed Iaun.chesca'lribbeana‘irst-blc')ckchainbaseddiqital—
money/

http://fortune.com/2016/08/24/ubs-centratbanks

Digital CastDeveloped yqcnan

http://www.the -blockchain.com/2015/12/28/tunisie

D I g Ital CaS r Lau n Ch ed to-réplacei.ts-national-diqitékcurrencvedinar—with-

blockchairdrivenrmonetascurrency/



https://www.cryptocoinsnews.com/russian-central-bank-tests-transactions-on-ethereum-blockchain-prototype-masterchain/
https://cointelegraph.com/news/bank-of-england-to-launch-its-own-cryptocurrency
http://www.the-blockchain.com/2016/06/17/bank-canada-investigate-blockchain-interbank-payment-transfer-system/
http://www.the-blockchain.com/2016/03/24/dutch-central-bank-plans-to-experiment-with-a-blockchain-based-currency/
http://www.the-blockchain.com/2016/02/25/bitt-launches-caribbeans-first-blockchain-based-digital-money/
http://fortune.com/2016/08/24/ubs-central-banks-blockchain/
http://www.the-blockchain.com/2015/12/28/tunisia-to-replace-its-national-digital-currency-edinar-with-blockchain-driven-monetas-currency/

Blockchainn Ghana

(" Cadastral Land Registry N.. X == =

€ bitlandglobal.com/cadastral-land-registry-news-ghana/ EJ| X Q Search w B8 4+ A&

i/‘ Ghana Real Estate Registration Land Registry News Ghana jol

Bitland Cadastrals Digital Tokens Prevent Land Title Disputes Safely
Sell Purchase Property !!

May 1, 2016 by Narigamba Mwinsuubo

BITLAND POSTS

Bitland Cadastrals Digital Tokens
Prevent Land Title Disputes Safely
Sell Purchase Property !! May 1,
2016

Cadastral Land Registry News |
Ghana Property Rights and
Resource Governance Profile
USAID April 30,2016

Ghana African Blockchain
Initiative | Roger Aitken Forbes
News April 6, 2016

Blockchain Technology Applied
To Land Cadastr with Chris Bates
March 6, 2016

Bitland Global has issued the World's FIRST CADASTRAL to represent the Bitland Network ! El Espanol Interview Cazando
Bitland Cadastrals Digital Tokens would be the entry token to utilize the Bitland application to Tendencias (Hunting Trends)
subscribe land titles, settle disputes, sell land, purchase property, and issue microloans for Enrique Dans & Chris Bates

" | development. Support our effort and invest in Bitland CADASTRAL Today ! 20% ... Bebvuanie, 2016

Waiting for maps.googleapis.com...

| L W mag Y © v« § — -1 @ O g ® a § ¢ AD1§/:?§/ZE)A16§




Bitpesain Kenya

WHERE WE ARE

Kenya

GET STARTED




Bitcoinin Nigeria

No legal framework exist to NAIRA/BITCOIN EXCHANGES
regulate use of bitcoin in Nigeria. A https://localbitcoins.com/

The CBN has expressed concern A https://winkpayment.com.n
on the possible use of the g/account/login/

i ptocurrency OIS A http://fx -rate.net/NGN/BTC/

laundar
R . A https://nairaddollar.com/ind
Cryptocurrency is a new area for ex.php

AML agents to cover
A Voguepay.com

A Bitstake.co
A Instantgold.com



Some Statistics Iin Bitcoin space

A 1 BTGs being exchanged for abobit320,000
Naira as alL7 October, 2016.

A The smallest unit of bitcoin is Satoshi
A There are 100 million of them mne Bitcoin.

A Bitciointransactions are public and can be
viewed online ahttp://blockchain.info



http://blockchain.info/

The Good, The Bad and
The Ugly

BITCOIN REAL LIFE SCENERIOS




e-commercesector, including online
gaming, accounts‘or more than 20% of
UKS LatsS 2F al yQa
product.

A Thelsle government hopes that digital
currency may come to a new industry that
will eventually account for a big part of
the protectoratedomestic income

A The government is seeking to make the
Island one of the most important hubs for
Bitcoin. There are currently about 25
startups working with digital currencies or
the blockchain technology, and that
number Is growing steadily.

The Good Isle of Man Case Study

A NickWilliamson, an American

|y séideirf the TN Radnched®a Y

entrepreneur who decided to

startup called Pythia. The startup
provides offthe-shelf software
that allows customers to develop
and run their own customized

blockchainsTo further develop

and test his product, he signed a
partnership with the Isle of Man
government to help establish a
VSe NBIA&GSN 2
cryptocurrency companies.



The BadMtgauxCase

A Mtgauxwas a Japanese company which ended up
declaring bankrupt leaving many people loosing their
money

A Mtgauxwas once largest bitcoin exchange but became
Insolvent

A This is a cautionary tale about the usee@thanges
A Mtgauxran a Bitcoin Escrow Service




The Ugly: Silk Road Case

Silk Roadvas an online black A Ulbricht was convicted of all seven
market, best known as a charges in U.S. Federal Court in

platform for selling illegadlrugs Manhattan relating to Silk Road and
A In 2013, the Federal Bureau of ~ Was sentenced to life iprison.
nvestigation (FBI) shut down Furthercharges alleging murddor-

the websiteand arrested Ross hire remain pending in Maryland

William Ulbricht under charges
of being the site's ,
pseudonymous founder "Dread -

irate Roberts" i\ 3




General Challenges of Digital Economy Innova

A They are mostly brought about by new technologies yet to be
understood

AcKSe y2NX¥Ifte R2yQd FAG Aydz

A They are new, evolving and unstable with high chance of failure in the
earlier stages

A Mostly promoted by people outside official system therebgatinga
form of shadow operation.

A Prone to abuse for Monegundering

A Prone to general abuday criminals

A Rate of chang#o fast for policyto catch up with
A Censorship Resistant

Absence ofegulatory framework

Absenceof public protection schemes.




Blockchain: Strong Use Cases in Niger

Land Title Record System with A Real Time vehicle inspection mobile
Real Time Audit and Ownership application.
Transfer.

A Crowd sourcing application for Military.
A Electronic Voting System with Intelligence
trust assurance, tampegoroof

record and real time audit effect. 4 crowd souring application for Business

Intelligence
Real Time Value Chain Monitor for
harmaceutical products



IN PARTNERS WITH CFIN TO PIONEER BLOCKC
IN NIGERIA

DIGITAL ECONOMY

- DIGITAL
| INVESTIGATION




NIGERIA BLOCKCHAIN ALLIANCE: why it matte

The Nigeria Blockchain Alliance is a critical step for protecting
public safety by combating criminal activity on the blockchain .
But it is also a critical step for the growth of the blockchain
Industry in Nigeria.

By addressing misperceptions about Bitcoin, other digital
currencies, and the blockchain generally, and by highlighting
t he | ndus tfaty éfferts tg cooperate with
Investigations, we can promote an approach to enforcement
and reqgulation that does not stifle innovation.



Cryptography Development Initiative of Nige

Contact Us

Email: infa@cdin.org.ng

Website: http://cdin.org.ng
nttps://www.facebook.com/BlockchainNigeria/
nttp://twitter.com/BlockchainNiger/
nttps://www.linkedin.com/groups/8566920
Join us @
https://www.meetup.com/BlockchainNigeria/
ttps.//www.meetup.com/CryptoNigeria/



mailto:admin@cdin.org.ng
http://cdin.org.ng/
https://www.facebook.com/BlockchainNigeria/
http://twitter.com/BlockchainNiger/
https://www.linkedin.com/groups/8566920
https://www.meetup.com/BlockchainNigeria/
https://www.meetup.com/CryptoNigeria/

THANK YOU







