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Forensic science: 

×Is the application of science to criminal and civil    
laws.  

×Forensic scientists collect, preserve, and analyze 
scientific evidence during the course of an 
investigation.  

×While some forensic scientists visit the scene to collect 
the evidence themselves, others occupy a laboratory 
role, performing analysis on exhibits been brought to 
them by scene of crime officers or  IPOs (Investigating 
Police Officer).  
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https://en.wikipedia.org/wiki/Criminal_law
https://en.wikipedia.org/wiki/Civil_law_(legal_system)
https://en.wikipedia.org/wiki/Civil_law_(legal_system)
https://en.wikipedia.org/wiki/Evidence


Branches of Forensic Science 
 
×There many branches of forensic science. Amongst many are the 

following:  
i. Forensic anthropology 
ii. Forensic dentistry 
iii. Forensic entomology  
iv. Forensic pathology 
v. Forensic botany  
vi. Forensic biology  
vii. DNA profiling,  
viii. Fingerprints,  
ix. Ballistics,  
x. Digital Forensics,  
xi. Tool marks, 
xii.  Document examination etc. 
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ELECTRONIC EVIDENCE IN NIGERIA ACT 2011 
×Digital/Electronic evidence is any probative information stored or 

transmitted in digital form that a party to a court case may use at trial. 
×Perhaps, the most important element in the new Nigerian Evidence Act 

2011 is the introduction of electronic evidence.  
    Section 84 of the Nigerian Evidence Act 2011 provides: 
     Admissibility of Statements in Documents Produced by 

Computers  
     84. (1) In any proceeding a statement contained in a document 

produced by a computer shall be admissible as evidence of any fact 
stated in it of which direct oral evidence would be admissible. If it is 
shown that the conditions in subsection (2) of this section are satisfied 
in relation to the statement and computer in question. 

×Section 258 of the Nigerian Evidence Act 2011 provides: 
    Defines ‘Computer’ as means any device for storing and processing 

information,  and any reference to information  being derived from 
other information is a reference to its being derived from it by 
calculation, comparison or any other process. 
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Computer Crime Investigation Using Forensic Tools 
and Technology 
 
×As more and more users go mobile and utilize interconnected devices, 

computers are often at the center of incidents and investigations. Law 
officials sometime depend on the testimony of computer forensic analysts 
specialized in e-discovery 

× The aim of this presentation is to provide an overview of computer 
forensics and the methods applied in the acquisition of digital evidence 
from computer systems and mobile devices for analysis of information 
involved in criminal investigations.  

×Whatever the reason for the investigation, the analysts follows step-by-step 
procedures to make sure findings are sound. Once a criminal case is open, 
computers, and other digital media equipment and software will be seized 
and/or investigated for evidence. Then it is time to extract and analyze 
data. A computer forensic investigator  takes into account the 5Ws (Who, 
What, When, Where, Why) and how a computer crime or incident 
occurred during the retrieval process, all essential items are collected in 
order to give the forensic analyst what s/he needs to give testimony in 
court. 

 

6 

http://www.fbi.gov/about-us/lab/forensic-science-communications/fsc/oct2000/index.htm/computer.htm
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Computer Forensic Experts 
 ×The job of the forensic experts is to “help identify criminals and analyze 

evidence against them. They are also responsible for writing meaningful 
reports for use in investigative and legal settings. In addition to working in 
labs, forensic experts apply digital investigative techniques in the field 
uncovering metadata that holds importance in a court of law. 

×Today’s computer forensic analysts are capable of recovering data that 
have been deleted, encrypted or are hidden in the folders of mobile 
devices technology; they can be called to testify in court and relate the 
evidence found during investigations. They can be involved in challenging 
cases, examination of Internet abuse, authenticate documents, to support 
major cases involving data breaches, intrusions, or any other type of 
incidents misuse of computing resources and network usage in making 
computer-related threats. By applying techniques and proprietary software 
forensic applications to examine system devices or platforms, they might 
be able to provide key discoveries to pin who was/were responsible for an 
investigated crime. 
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Computer Forensics in Criminal Investigations 
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×Figure 1: Computer system hacking. Computer forensics has been essential in 
convicting many well known criminals, including terrorists, sexual predators, and 
murderers. Courtesy of Wikimedia 



Computer forensics integrates the fields of 
computer science and law to investigate crime.  
×For digital evidence to be legally admissible in court, investigators must 

follow proper legal procedures when recovering and analyzing data 
from computer systems. 

×Computer forensics has been indispensable in the conviction of many 
well-known criminals, including terrorists, sexual predators, and 
murderers. Terrorist organizations may use the Internet to recruit 
members, and sexual predators may use social networking sites to stalk 
potential victims. However, most criminals fail to cover their tracks 
when using technology to implement their crimes. They fail to realize 
that computer files and data remain on their hard drive even when 
deleted, allowing investigators to track their criminal activity. Even if 
criminals delete their incriminating files, the data remains in a binary 
format or the residual representation of data. File deletion merely 
renames the file and hides it from the user; the original file can still be 
recovered  
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Global Position System (GPS)  
× Software embedded in smart phones and satellite navigation (satnav) 

systems can also aid prosecutors by tracking the whereabouts of a suspect.  
×However, the evidence that can be recovered from GPS software is limited 

to only a list of addresses. Current GPS software does not record the time 
when the address was archived, whether the address was inputted by a 
person or automatically recorded, or whether the owner’s intent for 
entering the address was associated with the crime. Despite these 
limitations, GPS evidence has still been crucial to the success of many 
prosecutions. In 2011, U.S. forces successfully found the Pakistani 
compound where Osama bin Laden was killed by tracking satellite phone 
calls made by his bodyguard. 

×While GPS evidence on its own may not be enough to establish a motive, 
GPS evidence can still provide invaluable leads or confirm a hunch. For 
example, contact lists, language preferences, and settings all may be used 
to establish a suspect’s identity or identify accomplices. Evidence from GPS 
software and mobile devices can be a valuable supplement to other forms 
of evidence . 
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Global Position System (GPS) (CONTD) 
×While investigators can exploit computer system glitches to 

obtain evidence, technological limitations can often 
compromise a computer search. A common protocol for 
handling a mobile device found at a crime scene is to turn 
the power off. Investigators want to preserve the battery 
and prevent an outside source from using the remote wipe 
feature on the phone’s contents. When the phone is turned 
off, the phone cannot receive text messages and other data 
that may overwrite the evidence currently stored in the 
device. However, turning off the device has its own 
consequences, potentially causing data to be lost and 
downloaded files to be corrupted. 
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Global Position System (GPS) (CONTD.)  

×To solve such problems, computer engineers have 
developed technology for shielding a device from 
connecting to a cellular carrier’s network. Computer 
forensic scientists no longer need to turn off the device 
to isolate it. For example, radio frequency (RF) 
shielded test enclosure boxes help keep signals from 
entering or leaving the device. A Faraday bag, used in 
conjunction with conductive mesh, can also isolate a 
mobile device. Using these techniques, investigators 
can safely transport mobile devices to the lab while the 
device is turned on. 
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Global Position System (GPS) (CONTD.)  
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× Figure 2:  Radio frequency bag with iPhone  inside for reducing 

data loss. These bags keep radio signals from entering or leaving 
the device.  



Mobile device forensics 
 ×is a branch of digital forensics relating to recovery of digital 

evidence (Digital evidence or electronic evidence is any 
probative information stored or transmitted in digital form that 
a party to a court case may use at trial.)or data from a mobile 
device under forensically sound conditions. The phrase mobile 
device usually refers to mobile phones; however, it can also relate 
to any digital device that has both internal memory and 
communication  ability, including PDA (Personal Digital 
Assistance) devices, GPS (Global Positioning System)devices and 
tablet computers. 

×The use of phones in crime was widely recognised for some years, 
but the forensic study of mobile devices is a relatively new field, 
dating from the early 2000s and late 1990s. A proliferation of 
phones (particularly smartphones) and other digital devices on 
the consumer market caused a demand for forensic examination 
of the devices, which could not be met by existing computer 
forensics techniques. 
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Mobile Device Forensics 
 
×Mobile devices can be used to save several types of personal 

information such as contacts, photos, calendars and notes, 
SMS (Short Message Service) and MMS (Multimedia 
Messaging Service. Smart phones may additionally contain 
video, email, web browsing information, location 
information, and social networking messages and contacts. 

×There is growing need for mobile forensics due to several 
reasons and some of the prominent reasons are: 

i. Use of mobile phones to store and transmit personal and 
corporate information.  

ii. Use of mobile phones in online transactions. 

iii. Law enforcement, criminals and mobile phone devices. 
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https://en.wikipedia.org/wiki/SMS
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The Computer Forensic Process 
 
 
×The typical forensic process encompasses the: 

i. Seizure,  

ii. Forensic imaging (acquisition)  

iii. Analysis of digital media and  

iv. Production of a report into collected evidence 
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×The purpose of a computer forensic examination is to recover 

data from computers seized as evidence in criminal 

investigations. Experts use a systematic approach to examine 
evidence that could be presented in court during 

proceedings. The involvement of forensic  experts needs to be 

early on in an investigation as they can help in properly 

collecting technical material in a way that allows restoring the 
content without any damage to its integrity.  



The Computer Forensic Process (CONTD.) 
 
 
×Forensic investigation efforts can involve many (or 

all) of the following steps: 

i. Collection – search and seizing of digital evidence, 
and acquisition of data. 

ii. Examination – applying techniques to identify and 
extract data. 

iii. Analysis – using data and resources to prove a case. 

iv. Reporting – presenting the info gathered (e.g., 
written case report). 
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https://www.skillset.com/skillsets/computer-hacking-forensic-investigation


The Computer Forensic Process (CONTD.) 
 
 
×Bill Nelson, one of the contributing authors of the 

Guide to Computer Forensics and Investigations (third 
ed.) book, highlights the importance of the three A’s of 
computer Forensics: Acquire, Authenticate and 
Analyze. He says the computer forensic process, in 
fact, involves taking a systematic approach, which 
includes an initial assessment, obtaining evidence and 
analyzing it, to completing a case report. 
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Computer Forensic Tools  
 ×There are two basic types of data that are collected, 

persistent data 

      and volatile data. 

i. Persistent data is that which is stored on a hard drive or 
another medium and is preserved when the computer is 
turned off.  

ii. Volatile data is any data that is stored in memory or exist 
in transit and will be lost when the computer is turned 
off. Volatile data might be key evidence, so it is important 
that if the computer is on at the scene of the crime it 
remain on.  
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Computer Forensic Tools (CONTD.) 
 × An essential toolkit should consist of various software such 

as backup, authentication, decryption, disk editing, log file 
auditing, IP tracking, data recovery, and file examination. 
When obtaining data, special tools are needed. This tool, 
known as hardware imaging tool, copies the data bit by bit 
using a bit-stream-copy method. Regular backups copy all 
data from the hard drive but not “ambient data.” Ambient 
data is located in the swap file of a windows system. The 
swap file acts like memory.  

 
×To retain original evidence, data backup should be 

considered first. A reliable backup software tool must 
comply with the requirements of the National Institute of 
Standards and Technology (NIST) 
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Computer Forensics Procedures, Tools, and 
Digital Evidence  
  1. The tool shall duplicate a bit-stream or an image of an 

original disk or section, where this so-called image refers 
to saving the content and related storage information as a 
document.  

2. The tool shall not alter the original disk, i.e., the program 
cannot make changes to the original evidence media.  

3. The tool shall be able to verify the integrity of a disk 
image file.  

4. The tool shall log I/O errors; i.e. this program must offer 
a resolution to fix I/O error messages.  

5. The output of the recorded documentation shall be 
correct in the wake of software operation.  
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Computer Forensics Procedures, Tools, and 
Digital Evidence (CONTD.) 
  ×Authentication software is used to prove that the 

evidence has not been changed. Programs like MD5 or 
SHA-1 are required. MD5 produces hash code that is 
encrypted. “MD5 adopts an implied mathematical 
calculation method to save the data to the drive or 
document. This is used to confirm that the copy data 
and the original data are the same. 

×Decryption tools are needed to gain access to password 
protected computers, files, or both. If data recovered 
from a suspect’s computer is encrypted then certain 
methods must be considered. We have some 
decripting  software. 
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Computer Forensics Procedures, Tools, and 
Digital Evidence (CONTD.) 
  ×There are methods to gain access to a computer if it is 

password protected on boot up. You can use the universal 
BIOS password that will work no matter what password 
you have. It is assigned by the manufacturer. Knowing this, 
a suspect is more than likely going to have other protective 
means to prevent access to data that is needed for evidence. 
Also by clearing the CMOS you return all setups to default. 
Usually there is a jump that is located on the motherboard. 
If the jump can’t be found then the battery can be removed. 
It just needs to be put back later. Screensavers, Documents, 
PDF files, and compressed files all have various programs 
that can be used to break passwords. 
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Computer Forensics Procedures, Tools, and 
Digital Evidence (CONTD.) 
  ×As discussed earlier, when data is deleted it still remains on 

the hard drive. An identity code is attached to the title of 
the document to represent the fact that it was deleted. A 
disk data editing and searching tool is appropriate to find 
this information. It works by searching strings of code that 
is embedded in the hard drive as well as documents when 
they are deleted. Searching for these strings of code would 
take a very long time without a program like Winhex 
Editor. It searches for strings of code on the hard drive to 
find data that is worth recovering. Decryption tools are 
needed to gain access to password protected computers, 
files, or both. If data recovered from a suspect’s computer is 
encrypted then certain methods must be considered. We 
have some decrypting software. 
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Computer Forensics Procedures, Tools, and 
Digital Evidence (CONTD.) 
  ×The next tool is a daily audit log file tool which is an 

example of what the event monitor does on a Microsoft 
Windows computer. Large computers or Intrusion 
Detection Systems (IDS) have a daily audit file that 
records important activity on a computer such as who 
logs on and off and what files have been changed or 
deleted.  

×Other sources of audit comes from the internet 
browsers.  

×Forensic experts can look at cookies to identify accounts 
that a suspect logged on.  
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Computer Forensics Procedures, Tools, and 
Digital Evidence (CONTD.) 
  ×Tracking an IP address by using the ping command on a Windows 

based computer can be used, and two pieces of other software (Who 
is and trace route) can also be used to find additional information 
on the IP address.  

×Recovery of other data such as email is similar to the process of 
recovering deleted files on a hard drive. A tool like R-Mail can be 
used to recover the messages.  

×A final tool used should be a document examiner. There are many 
document formats and it can become very tedious to try and find 
the correct program to read the file. A program such as Quick View 
Plus is a document read that will read many different file formats.  

×There are many tools that can be used to help collect evidence from 
a computer. There are many programs that can fit into these 
categories but it is best to choose the ones that are from a reputable 
vendor. This will lessen the chance of evidence being damaged and 
having it inadmissible.  
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RECOMMENDATION 
 
  

×For computer forensics to progress,  
1. The law must keep pace with technological advancements. 

Clear and consistent legal procedures regarding computer 
system searches must be developed so that police and 
investigators can be properly trained.  

2. An International Code of Ethics for Cyber Crime and Cyber 
Terrorism should also be established to develop protocols for 
“obtaining and preserving evidence, maintaining the chain of 
custody of that evidence across borders,” and “clear[ing] up any 
difference in language issues.” 

×  Following these measures may be the first steps to resolving 
the technological and legal limitations afflicting computer 
forensics. The International Criminal Police Organization 
(INTERPOL), has developed a Computer Crime Manual with 
“training courses” and “a rapid information exchange system” 
that serves as a foundation for international cooperation. 
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CONCLUSION 
 
  

×Forensic computing is now an exciting profession that 
places emphasis on the human element  due to the need of 
uncovering digital evidence in an ever-changing 
environment . Criminal abuse of technology can be limited 
by equipping the police department with state-of-the-art 
training and equipment for forensic analysis. Only then is 
the world safely prepared to face the future of technology. 
As one author predicts, “the next world war will be fought 
with bits and bytes, not bullets and bombs”. 
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